Rota Load Disconnect Brief for Primary Care

You may have seen correspondence from NHS Grampian regarding imminent potential power outages already. Some of these may be planned with notice provided (Rota Load Disconnect) and others unplanned and with little to no notice (NETS Failure). The latter is most likely in the event of a cyber incident.
The guidance that follows may be helpful to primary care contractors and focuses on Rota Load Disconnect (RLD), although robust Business Continuity Plans (BCP) will ensure resilience also in the event of Net Failure
Frequently asked questions
Q	How likely is this to happen
A	NHS Grampian believe this to be “likely”
Q	When will this happen
A	This is unknown but expected during the Winter period 2023
Q	Will any notice be given
A	For RLD less than 24 hours. Net Failure would have no notice
Q	Will my current BCP will cover this.
A	Depends. Some BCPs may concentrate on power being isolated to their site only. RLD will remove power from entire areas. The example below shows Rota Load blocks in Dundee:
[image: ]
And then how RLD may look:
[image: ]
NHS Grampian’s blocks look like this:
[image: ]
The different colours show different blocks within Grampian and you can see some blocks cover a wide area. Further details can be found at Find my block letter? Call Free to Solve Electricity Issues (powercut105.com) Letters have been sent to PSR customers directly.
Q	We have a buddy practice. Will that be OK
A	Not necessarily. If your buddy is on the same block as you then they will also have no power as per Dundee example.
Q	What about emergency patients
A	Further information will follow from NHS Grampian on patient pathways.
Q	As GP/Dentist/Pharmacy/Optometrist will I be a protected site
A	No. The only protected health site in Grampian is Aberdeen Royal Infirmary
Q	Is the ARI campus a protected site
A	No. Only the hospital itself
Q	What about other health sites in Grampian
A	NHS Grampian is working on arrangements for service provision
Q	What will happen Out of Hours
A	GMED and GDENS are working up their own contingency plans.
Q	Will ARI operate as normal
A	It is expected there will be some change to accommodate the impact of the outage
Q	Will the mobile phone network be disrupted
A	Yes.  There is some resilience in the networks, but masts may be impacted and it is best to assume mobile networks will not function
Q	Will conventional telecoms be disrupted
A	Yes. Digital lines will not function, and older analogue lines use may be limited
Q	Will patients be able to reach me
A	Possibly not. Scottish Government may implement “do not travel” restrictions.
Q	Will public transport operate
A	Again unlikely and there will be disruption to traffic light systems for example
Q	Can I Use a generator
A	Yes if your electricity supply has a suitable interface
Q	What about fuel
A	Likely petrol pumps will not work so if using a generator ensure sufficient supplies. For cars it is suggested to ensure half a tank of fuel. EVs will obviously be unable to be charged in periods of power outage.
Q	Will a priority fuel scheme be announced
A	That requires to be triggered by Scottish Government
Q	If a priority fuel scheme is announced will I be classed as a priority
A	There will only be a limited number of priority users. NHS Grampian will prioritise across all the healthcare system to ensure safe service is maintained. This may mean that not all healthcare staff are classed as priorities under this measure.
Q	If I cannot provide services during this period will I be in breach of contract with NHS Grampian.
A	Providing you can evidence sufficient diligence in your BCP no. If there is insufficient resilience evidence that is a possibility, although unlikely.
Q	Is there help available regarding BCPs
A	Yes. Modules are available on Turas and resources as below
Business continuity: module 1 : introduction to business continuity in NHS Grampian 
https://learn.nes.nhs.scot/40029
Business continuity: module 2 : business continuity management 
https://learn.nes.nhs.scot/60394 
Conducting Debriefs
https://learn.nes.nhs.scot/60747/civil-contingencies/conducting-debriefs
Q	Do you have BCP resources available
A	Yes, See below documentation that may assist. Although designed for NHS Grampian they may be adapted for local use

	
	
Q	How will NHS Grampian know our BCP is adequate
A	It is unlikely NHS Grampian will ask to review BCPs. It is likely however that contractors will be asked to confirm their BCPs cover the eventualities listed here.
Q	Is there any information available for my patients
A	Priority Services Register leaflets are available from SSE. Contact shona.horn@sse.com with how many you require and address for delivery. If patients are already on a register then they should have been contacted already, but if there has been a new diagnosis or the practice feels it is likely they have been missed you can request accordingly. 
[bookmark: _GoBack]Q	Is there anyone I can discuss this with
A	Tara.mackie@nhs.scot or helen.clark2@nhs.scot from NHS Grampian’s Civil Contingencies Team may be able to help. Or you can contact the Civil Contingencies Lead in your Health & Social Care Partnership
	Aberdeen City		caroline.duguid2@nhs.scot
	Aberdeenshire		jason.shirazi@nhs.scot
	Moray			sonya.duncan@nhs.scot




So what should I do next
1. Identify which power block your supply is on: You can identify which ‘power block’ your supply is on by looking at the top of your supplier’s bill or using the website https://www.powercut105.com/

2. Identify your buddy, and check similar to ensure they are in a different block area


3. Review your BCP and ensure it is sufficiently broad to cover Rota Load Disconnection or Net Failure.

4. Contact those listed above if you have any queries or are uncertain.
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Appendix B. Roles and Responsibilities Template.docx

			[bookmark: _GoBack]Individual or Team


Function


			Role


			Contact details





			Operational Command


			


			








			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			Operational Control


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			Operational Coordination


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			





			


			


			


















Appendix C. ACTION CARD TEMPLATE Example (3).docx
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ACTION CARD 





(NAME)








			(TITLE)


			Tick


√





			1.


			Receive notice of incident, Start a personal log – record key facts, communications, actions, etc. with date and times (24 hour format).


			





			2.


			Gain as much information regarding the incident as possible and assess severity of what has happened, potential impacts and possible wider consequences and what is currently being done, and who is doing it.


Scale – Duration – Impact


			





			3.


			Decided if the severity of the incident requires to be declared as a Business Continuity Incident.  Is this service level, site level or board level?


			





			4.


			Prioritisation of Services/Recovery Strategies agreed and communicated to Operational Team(s) Use the BIA to identify the critical services/activity


			





			5.


			What assets do you now need to keep your critical services running (refer to BIA Critical assets tab)


			





			6.


			Inform key staff


			





			7.


			Set up an incident management team


			





			8.


			Inform manager


			





			9.


			Consider if you need to activate a control room to coordinate communication and if so activate.


			





			8.


			Consider wider communication with staff, the organisation, patients, relatives, public and stakeholder


			





			9.


			Regular situational assessment meetings; continuous monitoring of recovery progress and regular reporting to ?


			





			10.


			What services can you stand down to release assets


			





			11.


			Do you need to ask the wider organisation for support


			





			12.


			Monitor Staff Wellbeing


			





			13.


			Identify considerations for the Recovery


			





			14.


			Review the longer term effects of the incident and impacts of any measures that may be taken in response.


			





			15.


			Stand down incident response and moved to recovery phase


			





			16.


			Inform organisation of stand down


			





			17.


			Ensure accuracy of the note of meeting and decision logs


			





			18.


			Complete Incident log and send to gram.cct@nhs.scot


			





			19.


			Complete datix


			





			20.


			Consider a hot and cold debrief


			





			21.


			[bookmark: _GoBack]Identify lessons to learn and review plans accordingly 
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Appendix D. Incident Checklist.docx

			INITIAL ROUTINE RESPONSE CHECKLIST





			Tick


√





			What service or services are disrupted or have failed? 





			





			Are any critical services dependent on the disrupted service (s)?





			





			Estimated time to recover the service fully and partially?





			





			What is the impact on the wider organisation?





			





			Which asset failure/disruption has caused the service to fail?





			





			Can this be resolved quickly within the department owning the service as part of routine operations, or does this require Incident Management 





			





			INCIDENT MANAGEMENT CHECKLIST





			Tick


√





			All points above





			





			How many critical services are affected?





			





			Which services are your priorities for full service recovery?





			





			What is the impact on the organisation operating some services at a partial level?





			





			What does ‘partial’ look like?





			





			Do you need to reduce or stop some non-critical services to operate critical services?





			





			Calculate a Recovery Plan timeline to return to normal, or agreed ‘new normal’ service level.





			





			Possible costs of service recovery actions?





			





			Possible/actual costs of operating reduced service? 





			





			Are senior managers aware of the costs of the response and the wider impact on service delivery?





			















Appendix E. Key Contacts Template.docx










[bookmark: _Toc451517977]Key Contact Details


Please amend to fit local requirements


			Organisation


			In Hours Contact


			Out of Hours Contact if applicable





			Staff contact numbers
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			Key Stakeholders





			





			


			





			





			


			





			





			


			





			





			


			





			





			


			





			





			


			





			





			


			





			





			


			





			





			


			





			Utilities – Facilities and Estates





			





			


			





			





			


			





			





			


			





			





			


			





			





			


			
























Appendix F. INCIDENT LOG TEMPLATE.docx
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INCIDENT LOG TEMPLATE


			INCIDENT/EXERCISE


			





			LOCATION


			





			TIME OF INCIDENT


			





			TIME LOG STARTED


			





			LOGGIST NAME


			





			SECTOR


			











			DATE


			TIME


			SOURCE


			INFORMATION


			ACTION
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(Date of log)
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Appendix G. ACTION LOG TEMPLATE.docx
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ACTION LOG TEMPLATE


			INCIDENT/EXERCISE


			





			LOCATION


			





			TIME OF INCIDENT


			





			TIME LOG STARTED


			





			LOGGIST NAME


			





			SECTOR


			











			ACTION NO


			DATE


			TIME


			SOURCE


			ACTION


			UPDATE





			1


			


			


			


			


			





			2


			


			


			


			


			





			3
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			5
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			ACTION NO


			DATE


			TIME


			SOURCE


			ACTION


			UPDATE





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			











(Log Date)
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Appendix H. DECISION LOG.docx
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[bookmark: _GoBack]DECISION LOG





GUIDE





This template is for use either in place of or as an addition to the existing DECISION LOG book.





The template is primarily for use during virtual circumstances so that an accurate record is kept of all decisions made and to ensure clear governance.





The Decision Loggist should follow these steps:





			1.


			During the meeting or conversation, record decisions made as per the template below.





			2.


			On conclusion of the meeting or conversation, and when the Decision Loggist is satisfied that the Decision Log has been completed accurately, the Decision Log should be sent to the Decision Maker by email (email template below). This should be done on the same day as the meeting/conversation occurred and as soon as possible afterwards.





			3.


			On receipt of the Decision Log from the Decision Loggist, the Decision Maker should check that the Log is a true record of decisions made during the meeting or conversation.





			4.


			When the Decision Maker is satisfied that the Decision Log is accurate and complete, then he/she should sign it virtually in the appropriate field of the form as acknowledgement and return it by email reply to the Decision Loggist.





			5.


			On receipt of the returned and approved Decision Log, the Decision Loggist will file it appropriately in the folder which should be set up in the files of that MS ‘Team’. It can also be files in relevant network filing systems relating to the Decision Maker or Group to which it relates.





			6.


			Email exchanges in relation to the Decision Logs should be filed appropriately as defined by that the Decision Maker or Group/Sector, including within network filing systems and MS Teams.





			7.


			The Decision Maker and Decision Loggist should ensure they each keep a copy of the Decision Log and all the email dialogue.


























			EMAIL TEMPLATE – TO DECISION MAKER





			Subject:  Decision Log - Approval





Hello (Name),





I was the Decision Loggist for you (name) during the (name/type of meeting/time/date).





I have attached the Decision Log for your perusal and approval.





Please advise me if there is anything which you require amended or added.  





Otherwise, please add your name along with the time and date in the appropriate areas of the Decision Log which have been highlighted and this will record the fact that you approve that the Decision Log presented to you is a true record of the decisions made by you. 





Once you have added the information above, please attach the completed Decision Log and return to me by reply to this email.  This should be done as soon as possible.





Thank You





Name


(Details)
























































DECISION LOG





			TITLE


			

















			LOG


			START DATE


			


			INCIDENT


			START DATE


			








			


			END DATE


			


			


			END DATE


			








			


			START TIME


			


			


			START TIME


			








			


			END TIME


			


			


			END TIME


			














			DECISION MAKER


			








			SECTOR/SERVICE/GROUP


			








			RECORDED BY (Loggist)


			








			DATE


			








			TIME


			

















			INCIDENT





			





			





			





			





			





			





			





			





			





			





			














			PROBLEM


			





			


			





			


			





			


			





			


			





			


			





			


			





			


			














			OPTIONS


			





			


			





			


			





			


			





			


			





			


			





			


			





			


			














			OUTCOME/ACTIONS


			





			


			





			


			





			


			





			


			





			


			





			


			





			


			














			RATIONALE


			





			


			





			


			





			


			





			


			





			


			





			


			





			


			























			DECISION MAKER APPROVAL


			I confirm that this is a true record of decisions I made during the meeting /conversation specified.





			


			NAME


			








			


			DATE OF APPROVAL


			








			


			TIME OF APPROVAL


			








			


			DATE RETURNED TO DECISION LOGGIST


			





			


			DATE RECEIVED AND FILED BY DECISION LOGGIST


			











 DECISION LOG TEMPLATE V.01


FB – CCU


15.10.20
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Appendix I. Incident Response Reporting Form.docx










[bookmark: _GoBack]Incident Response Reporting Form        


			Incident title:





			





			Incident date:





			





			Incident response activation time:





			





			Sectors involved in response:





			





			Brief Summary of Incident:





			





			Incident response Stand down date and Time:





			





			Date Datix completed and Reference Number:





			





			Date Hot debrief completed:





			





			Date Cold debrief Completed:





			








Reporting Please upload any supporting documents and attach in PDF format















BIA TEMPLATE SPREADSHEET 2020.xlsx

Instructions


			INTRODUCTION





			This spreadsheet is an adaptation of your original submission on protected, critical, paused etc services (Wave 1 COVID Response).  This version has some additional columns that require new information and a new Assets Required Tab to be completed for any services you have deemed Tier 1 - Red and as a matter of good practice Tier 2 Amber.  For all services deemed Tier 3 or 4 please ensure they are entred on the relevant Tab C or D and complete the risk assesment to clearly document your conclusion.





			WHAT YOU MUST DO





			1.      Please (a) Copy cut and paste from you original submission and REVIEW and UPDATE your previous data to ensure that this remains valid, and


			2.      Please (b) submit further answers to the questions in the new columns.


			3.  Please complete Tabs C & D(Risk Assessment) for any Tier 3 and 4 services


			4.  Please complete the Critical Activity Assests BIA for all Tier 1 services and if possible all Tier 2 service





			Note that many column's have a ‘drop-down’ box that provides a limited range of answers for you to choose from. The broad criteria to be used for each question is summarised below and is intended to eliminate variation in similar answers across the sectors.





			Importantly, please DO NOT enter free text to any of the questions with drop down menu's. This must be limited to the options in the drop-down boxes.





			The questions on ‘Wider System Impacts’ has a free text column where you can provide additional commentary to support your answer.





			WHEN YOU MUST RETURN THIS





			Each sector should return this to XXXX by noon on XXXX





			WHAT HAPPENS WITH THE RETURNS





			Nick to advise





			Tab A - Critical Service Analysis.  BROAD CRITERIA FOR COLUMNS G THROUGH TO O





			Column G- Clinical or Service Priority (Numerical score 0 to 4)





			§  Priority level 1 Emergency - needed within 1 hour of issue being identified (4)


			§  Priority level 2 Urgent - needed with 1-24 hours of issue being identified (3)


			o   (Expectation that these are all active)


			§  Priority level 3 needed within 1-7 days of issue being identified (2)


			o   (If these are paused then harm will have accrued if adapted this may change the priority level of returned to a usual service or not if the adaptation deals with the issue) 


			§  Priority level 4 can be delayed for up to 1 week  (1)


			o   (Essentially this will be an opportunity to cross check those that had been identified as ok to pause for 3 months as per the original instructions)


			§  Priority Level 5 can be delayed beond 1 week (0)





			Column H - Government Direction (4 options)





			§  Protected (Always been identified as must maintain) eg cancer services


			§  SG instruction to restart (eg Fertility services)


			§  SG suggested list eg macular degeneration, B12


			§  Under direct SG control (eg screening programs)





			Column I - Population impact


			No directimpact on population health/mental health/safety. (0)


			Minimal direct impact on population health/ mental health/safety. (1)


			A deterioration or exacerbation on population condition/illness/injury over time. (2)


			Immediate hardship to population and/or substantially jeopardize population safety. (3)


			Irreversable impact to population condition or safty, including possible loss of life. (4)





			Column J - Organisational impact


			No impact on the oranisation due to regulatory, contractual/other legal obligations. (0)


			Minor impact on the oranisation due to regulatory, contractual/other legal obligations. (1)


			Major impact on the oranisation due to regulatory, contractual/other legal obligations. (2)


			Irreparable impact on the oranisation due to regulatory, contractual/other legal obligations. (3)


			Total loss of failure of the organisation. (4)





			Column K - Staff impact


			No impact on staff. (0)


			A minor impact on staff. (1)


			A modarate impact on staff. (2)


			A major impact on staff. (3)


			An irreparable impact on staff. (4)





			Column L - Delay timescale


			3-6 months or longer (0)


			6-11 weeks (1)


			1-5 weeks (2)


			1-6 days (3)


			Not at all (4)





			Column M


			Automatically generated calculation








			Columns N & O - Accummulated Backlog / impact – Free Text


















































Business Continuity Template -  V 1.1	



NHSG Civil Contingencies Unit	






A. Critical Services Analysis


									DIVISION						Level of SERVICES during a disruption						Factors in Prioritising our Re-Mobilisation following a disruptive incident                                                                                                                                                              (see comments and use drop-down boxes)








			ADMIN: Last Updated			SERVICE OWNER - Name			UNIT			SERVICE DESCRIPTION			Following a diruption this service should be : (one of the following)  Fully Active Only, Active with Adaptations(Reduced) or paused/Suspended 			INCIDENT - RISK LEVEL            Consequence/ impact			Clinical or Service Priority


Gary Mortimer: Priority level 1 Emergency - needed within 1 hour of issue being identified (4)

Priority level 2 Urgent - needed with 1-24 hours of issue being identified (3)

Priority level 3 needed within 1-7 days of issue being identified (2)

Priority level 4 can be delayed for up to 1 week (1)

Priority Level 5 can be delayed beond 1 week (0)			Government Direction


Gary Mortimer: • Protected (Always been identified as must maintain) eg cancer services

• SG instruction to restart (eg Fertility services)

• SG suggested list eg macular degeneration, B12

• Under direct SG control (eg screening programs)			Determining the Impact (see guide)															Accummulated backlog/impact


																					To what extent is this activity a clinical priority? Maximum Tolerable period of disruption			Has this been identified as a protected service or one instructed to restart by SG?			Population Impact caused by disruption to service


Alan Cooper: No direct impact on population health/mental health/safety. (0)
Minimal direct impact on population health/mental health/safety. (1)
A deterioration or exacerbation of population condition/illness/injury over time. (2)
Immediate hardship to population and/or substantially jeopardize population safety. (3)
Irreversible impact to population condition or safety, including possible loss of life. (4) 
			Organisational impact caused by disruption to service


Alan Cooper: No impact on organisation due to regulatory, contractual/other legal obligations. (0)
Minor impact on organisation due to regulatory, contractual/other legal obligations. (1)
Major impact on organisation due to regulatory, contractual/other legal obligations. (2)
Irreparable impact on organisation due to regulatory, contractual/other legal obligations.  (3)
Total loss or failure of the organisation. (4) 			Staff impact caused by disruption to service


Alan Cooper: No impact on staff. (0)
A minor impact on staff. (1)
A moderate impact on staff (2)
A major impact on staff. (3)
An irreparable impact on staff. (4)			How long may the organisation accept the suspension/ pausing of service


Tara Mackie (NHS Grampian): 
3-6 months or longer (0)
6-11 weeks (1)
1-5 weeks (2)
1-6 days (3)
Not at all (4)			Impact Rating			longer, larger waiting lists			comment


																																							0























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































&20Business Continuity Template - V 1.1		






B.Interdependencies


			Service			Please identify if the following sectors depend on this service (dependency), if this service depends on the sector (dependant) or if it is both.			Aberdeen City HSCP			Aberdeenshire HSCP			Acute - Clinical Support Services			Acute - Dr Grays			Acute - Medical Division			Acute - Surgical Division			Acute - Unscheduled care			Acute - Womens and Childrens			Clinical Directorate			Corporate communications			E-Health			Facilities and Estates			Finance			Mental health & Learning Disabilities			Moray HSCP			Pharmacy			Property			Public Health			Workforce			ALL








C. Adapted or Reduced


									Risk Assessment





			Adapted or Reduced Activity


			ADAPTED or REDUCED ACTIVITY			KEY DIFFERENCES BETWEEN STANDARD SERVICE MODEL AND ADAPTED OR REDUCED MODEL			What hazards have been identified due to this adaptation or reduction?			Who might be harmed and how?			What current risk control measures and precautions are in place and are they effective?			How likely are these hazards to occur?			What is the likely consequence?			likelihood + consequence = risk			Impact (using matrix)      (click in cell for drop down box)









































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































&20Adapted or Reduced Activity Risk Assessment 		






D. Paused or Suspended 


									Risk Assessment





			Paused or Suspended Activity


			Paused or Suspended ACTIVITY			KEY DIFFERENCES BETWEEN STANDARD SERVICE MODEL AND ADAPTED OR REDUCED MODEL			What hazards have been identified due to this pausing or suspension?			Who might be harmed and how?			What current risk control measures and precautions are in place and are they effective?			How likely are these hazards to occur?			What is the likely consequence?			likelihood + consequence = risk			Impact (using matrix)      (click in cell for drop down box)









































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































&20Paused or Suspended Activity Risk Assessment		






E. Critical Activiy Assets


									CRITICAL SERVICE DESCRIPTION -  SECTOR															PEOPLE -  Essential Positions & Clinical and non-clinical skills required to maintain activities                                                                                                 																		WORK SPACE 									EQUIPMENT that you regard as activity critical. 						INFRASTRUCTURE & UTILITIES that you regard as activity critical. 			SUPPLIES  (List essential supplies which your activities rely upon)									ICT 									CONTRACTORS (If applicable to the service)


																								MINIMUN ESSENTIAL ASSETS REQUIRED  TO MAINTAIN CRITICAL ACTIVITIES                                                                                     


			ADMIN:   Date of last exercise of critical service plan			ADMIN:Plan review date			Division			Unit 			Service			Service Owner			Service Description			People - Medical                         			People- Nursing			People - Clinical Support 			People - Non Clinical Support 			People - Managers			People - Admin			location, state clinical/non clinical			Estates Provider			Alteranative Work space/back up			Equipment - medical			Equipment - non medical			Fixed infrastructure: e.g oxygen etc			Consumable supplies - Medical			Consumable supplies - Non Medical			Internal/External			ICT - Business critical Software (State desired RPO)			Alternative method used if software unavailable			ICT - Hardware (List equipment that you regard as activity critical) 			External Contractor - People			External Contractor - Workspace			External Contractor - Equipment			External Contractor - Supplies			External Contractor ICT










































































&20Interim Business Continuity Template - Living with COVID V 1.0	






Menus


						Division						Risk						Impact						Direction						Level						YesNo1						Area						Disruption						Interdependant


						Aberdeen HSCP						Low						No Impact						Protected						0						Yes - critical						Aberdeen HSCP						Fully Active						Dependency


						Aberdeenshire HSCP						Medium						Low						SG Instruction						1						Yes - useful						Aberdeenshire HSCP						Active with Adaptions/reduced						Dependant																											Tier 1			< 1 hour


						Acute						High						Medium						SG Suggestion						2						No						Acute - Clinical Support Services						Paused/Suspended						Both																											Tier 2			1-24 hours


						Clinical Directorate						Very High						High						Under direct SG Control						3												Acute - Dr grays																																							Tier 3			1-7 days


						Corporate communications																								4												Acute - Medical Division																																							Tier 4			>1 Week


						E-Health																																				Acute - Surgical Division


						Facilities and Estates																																				Acute - Unscheduled care


						Finance																																				Acute - Womens and Childrens


						Mental health & Learning Disabilities																																				Clinical Directorate


						Moray HSCP																																				Corporate communications


						Pharmacy																																				E-Health


						Property																																				Facilities and Estates


						Public Health																																				Finance


						Workforce																																				Mental health & Learning Disabilities


																																										Moray HSCP


																																										Pharmacy


																																										Property


																																										Public Health


																																										Workforce


																																										ALL
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Background


NHS Grampian’s Civil Contingencies Group agreed a renewed approach to business continuity management (BCM) procedures and practice across a number of areas;


(a) To adopt the principles and guidance set out in ISO 22301:2019[footnoteRef:1], ISO 22332:2021 and the Business Continuity Institute’s Good Practice Guidelines 2018 (November 2018) [1:  Security and resilience: Business continuity management systems (December 2019)] 



(b) To replace the 2017 BCM Policy with a BCM Strategic plan and revised Business Impact Analysis (BIA) Template (Appendix A)


(c) To introduce a BCM Competency Framework


(d) To introduce and deliver BCM courses


Context


This document read in conjunction with the BIA Template sets out the underpinning principles and rationale for the Business Continuity Management System (BCMS)[footnoteRef:2] in NHS Grampian.  This document is aligned to BS25999.   [2:  Set out in the 2020-2025 Strategic BCM Plan and associated competency framework] 






Relevant Legislation and Guidance


The Civil Contingencies Act 2004


The Civil Contingencies Act 2004 (Contingency Planning) (Scotland) Regulations 2005





NHS Scotland Standards for Organisational Resilience: Second Edition (May 2018)


Preparing Scotland: Having and Promoting Business Resilience (November 2013)


ISO 22301:2019: Security and resilience: Business continuity management systems (December 2019)


Business Continuity Institute’s Good Practice Guidelines 2018 (November 2018)





ISO 22332:2021: Business Continuity plans and procedures – guideline standards
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1. Introduction 





As a Category 1 responder[footnoteRef:3] NHS Grampian has a statutory duty to have Business Continuity Management (BCM) arrangements in place to enable the organisation to continue delivery of critical services in the event of an emergency or significant disruption, and to effect a prioritised restoration of services, as quickly as possible.  [3:  Civil Contingencies Act 2004] 






2. Aim





[bookmark: _GoBack]To provide guidance and information to assist teams responding to disruptive events in order to mitigate the potential impact on delivery of services.





3. Objectives


 


To be able to identify:





· the potential extent of the disruption across the organisation


· if the disruptive incident can be dealt with as part of routine management, or requires incident management procedures to be implemented


· which specific assets are required for service delivery are affected by disruption


· any interdependencies across the system


· how disrupted services can be restored to a pre-agreed level within an predetermined timescale





4. The Business Continuity Management System (BCMS) Process





4.1 Business Impact & Risk Analysis 





The BCMS considers the following scenarios as the basis for the BIA on the risk of service disruption: 





· Total Loss of access to corporate buildings and equipment


· Total Loss of access to clinical buildings and equipment


· Total/Significant loss of staff/staff shortages


· Total Loss of essential/critical Equipment/ IT/Telecommunications (Failure of technology) 


· Supply chain disruption


· Power and Utility failures 





4.2 Business Continuity Plan  





The nature of disruption and recovery from disruption has variable factors.  The BCMS process delivers information within the BIA for each service which assists the identification of the nature of the disruption and the actions required to resume either a full or partial service within an agreed timescale.





 Information that can be extracted from the BIA to support the plan includes:





· Identification of all critical / protected services and who is responsible for them


· The impact that each service failure has on the organisation, service criticality identification based on the importance of a service to the organisation and the consequences of its failure.  This information determines the priorities for recovery


· Any control measures already in place to mitigate risk of service failure.


· The assets required to maintain each critical service at agreed pre-determined levels 


· Inter-dependencies – identifying which services rely on the same assets, how the different services / sectors depend on each other including  the reliance on any external suppliers


· Identification of the threshold for the activation of an INCIDENT[footnoteRef:4] response based on the Maximum Tolerable Period of Disruption [4:  See section 8] 






4.3 NHSG Partner Organisation Requirements  


NHSG partner organisations may have different Business Continuity processes to NHSG. To ensure NHSG can identify when service disruption in a partner organisation may potentially impact on NHSG services, and vice-versa, partner Business Continuity processes need to be capable of producing the same outputs, detailed at Section 4.2, as the NHSG process.






5. Planning & Preparation : Completing the BIA


5.1 BIA Template (Appendix A) - Impact and Criticality Scoring


Any disruption to clinical services may present a risk to NHSG as it could harm patients and staff.  Business Continuity Management (BCM) helps us minimise the impact of service disruption and return to pre-determined levels of service as soon as practicable.


The BIA is a key part of BCM which requires each Sector to identify every service they deliver and determine whether or not the service is essential to the delivery of NHSG critical services.


The BIA achieves these requirements by allocating scores for ‘priority’ and ‘impact’.  The scores allocated within the BIA entry for each service will automatically generate a total, the higher the total Score the more Critical the service is and therefore the priority for keeping active or restoring is identified.


In the BIA template (Excel file) the columns on the Critical Service Analysis (Tab A) and Critical Activity – Assets (Tab E) all have descriptors explaining the information required.   





			5.2 The Critical Service Analysis


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			





			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			





			This spreadsheet has an instructions Tab with details of the criteria and the drop down 


Option’s for the different columns to ensure consistency across the organisation.  





You will find free text boxes for you to describe in your own words, rationale etc.





Step 1: Complete the Critical Service Analysis (Tab A) for each service. 


Step 2: Complete the Interdependencies Tab for each service.


Step 3: Risk assess all services deemed Medium and Low risk and record risk assessment and risk


 assessment outcome in Tab C – Adapted or Reduced or Tab D – Paused or Suspended.


Step 4: Complete the Critical Activity – Assets (Tab E) for all services deem High/Very High risk





			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			












			5.3 Incident Risk Level


Incident Risk Level is determined by the impact/consequence grid below.


			Impact


			Consequence





			Very High


			If stopped or reducing this service/function is certain to lead to serious harm, permanent disability or death, directly or indirectly.  





			High


			If stopping or reducing this service/function is likely to lead to harm, permanent disability or death directly or indirectly; OR risk legislative or regulatory break/result in legal sanction including government protected services.





			Medium


			If stopping or reducing this service/function will lead to acceptable level of harm / risk but where appropriate further action can reduce the risk to its normal level.





			Low


			If stopping or reducing this service/function is unlikely to result in harm or risk of harm to people directly to indirectly.














5.4 Maximum Tolerable Period of Disruption





			Priority


			Time Scale





			Tier 1 Very High


			< 1 hour





			Tier 2 High


			1-24 hours





			Tier 3 Medium


			1-7 days





			Tier 4 Low


			>1 Week











			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			





			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			





			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			


			















6. Disruption Response - Concept of Operations





			DISRUPTION RESPONSE – ROUTE MAP


			TICK





			1.


			IDENTIFY AND CONFIRM WHAT HAS HAPPENED.


· What asset is affected? (people/buildings/utilities/supplies/technology/contractors)


· What impact is there and what is the extent of the impact?


			





			2.


			IDENTIFY WHAT OTHER SERVICES COULD BE IMPACTED AND MAKE CONTACT


			





			3.


			CONSIDER THE BUSINESS CONTINUITY CRITERIA FOR INCIDENT MANAGEMENT ACTIVATION.


· Does the disruption meet this criteria?





			





			


			NO


			YES


			





			


			Use routine management reporting processes to report service recovered and/or progress towards recovery


			· Use BIA and higher levels of management to consider impact across NHSG, determine priorities and coordinate response and develop a strategy





· Use incident management reporting procedures to implement a managed response and identify timescales and priorities





· Use BIA to determine the support required, timescales for recovery to either a full or partial service





· Ensure there is  clear communication 


			











7. Disruption Response - Incident Management Process


Having followed the concept of operations (Section 6) and determined that Incident Management is required, the activation process in Section 8 should be followed, which is part of the Incident Management process. 


Incident Management process:


· Activate the response and commence logging


· Manage the immediate consequences of disruption


· Continue or recover critical services


· Monitor the impact of the disruption and the organisations response to it


· Deliver services at agreed capacity and timeframes


· Stand-down incident response





7.1 Roles and Responsibilities


Operational Response to Business Continuity incidents


In order to operate an effective incident response 3 functions are required:  Leadership, Response/Coordination and Communication.  These functions can be performed by individuals or teams of people scaled to required response levels depending on the impact and significance of the incident.





			Operational Incident Response








			Individual or Team


Function


			Role


			Responsibility





			Leadership/Team


Operational Lead


			Someone needs to take charge.  This could be: 


· Service/Department Manager


· Site Manager


· SMOC


· Duty Manager


· Duty/On call Person in Charge


This position will be referred to as the Incident lead





			· Declaration of the BC incident


· Activation of the BC Plan


· Inform EDoC


· Activate Incident Management processes


· Identify any further support











			Response and Coordination/ Team


			· Those directly involved in managing the impact


· Support





			· Directly dealing with the impact


· Mitigating further impact





			Incident record keeping and Communication


			· Control Room functions


· Information management and record keeping





			· Maintain logs


· Maintain Communication and information flow











It is important to think in advance whom may be best placed to fulfil these roles rather that making it up on the day, however it is imperative to remain flexible.  Please see Appendix B for a Roles and responsibilities template and Appendix C for an Action card template


See Appendix D for a checklist that should be used for service disruption incidents alongside the Basic Incident Management process.


It is essential to start thinking about recovery, a Recovery Lead should be identified as early as possible to aide seamless transition when ready to stand down the incident response phase.



8. [bookmark: _Toc23942916]NHS Grampian – Response Escalation Matrix





The following table provides an indication of the notification and escalation that may be required in response to incidents of different scales of impact. 





			Impact


			Description


Of Incident


			Response


			EDoC 


notification/ escalation





			Low





Business as Usual


			Managed within normal operational management arrangements.





			Operational management


			-





			Medium





G-OPES


			Requires an escalated response within the affected sector to deal with the impacts of the incident.   





			Operational management supported by Sector Senior Management Team.





May require Corporate Communications support.


			EDoC to be notified for information and awareness in case of incident escalation.











			High





Business Continuity Incident


			Significant incident, or major disruption, resulting in serious service impacts and that requires activation of Business Continuity plans and Incident management arrangements.





			Business Continuity Incident





Sector BC plans invoked with Sector Incident Management arrangements activated.











			Escalate to EDoC.  





EDoC actions: 





· Consideration of need for declaration of Board level Major Incident and escalation to Board Tactical/Strategic response.





Potential need to inform Resilience Partnership (RP) or request RP activation.


Corporate communications response.








			High





Critical Incident – Extended duration including Pandemic





			Critical Incident


			Crisis management


Extended duration


Reputational


			





			HOSPITAL





High/


Very High





Major Incident








			Major Incident Declared by Hospital


			Hospital Major Incident





· Activation of Hospital Control Centre (HCC)


· Activation of the Hospital Coordination Team (HCT)


· Likely to require Corporate Communications response.


			Notify EDoC for information and awareness in case of incident escalation or wider impacts.





EDoC actions: 





· Consideration of need for declaration of Board level Major Incident and escalation to Board Tactical/Strategic response.








			BOARD LEVEL





High / Very High








Major Incident


			Major Incident 





			NHS Board level major incident response:





· NHS Grampian Tactical Response Team


· NHS Grampian Strategic Response


· Board Control Centre


· Corporate Communications response





Activation of sector incident response and probable requirement for sector control rooms.





			EDoC activates NHS Grampian Major Incident Plan.





Sectors activate as per NHS Grampian major incident plan.





EDoC actions as per NHSG MIP: 





· Activate/instruct activation of Board Control Centre.






			Mass Casualties or 


Initial Phase of Pandemic


Response


(National Response)


			Major Incident involving mass casualties








			As above + participation in NHS Scotland Mass Casualties response structures:





· Strategic Health Group


· Health Information Cell


· Logistics group


· Health Communications Cell (national)


· Recovery Cell (national)





			As above, plus:





EDoC activates Chief Executive or deputy.





EDoC runs NHS major incident response.  Chief Executive (or deputy) participates/contributes to in NHS Scotland Mass Casualties response structures. 

















It is important to note unlike a Major Incident it is likely a Business Continuity incident (High Impact on the table above) may start off at the Low Impact level and may progress up through the levels, possibly becoming a major incident if unable to control early.  It is therefore imperative from every level of incident to inform the management level above to make them aware of the current situation highlighting the potential requirements for further escalation if required.








9. 360 Communication – Warning and Informing





Communication is key to any successful incident response.  It is important to ensure that all relevant staff, managers, stakeholders and all potential interdependencies are  informed of the activation of this plan as necessary/required, (this is especially important if they are likely to be impacted by the incident or the activation).  The Operational Lead must set suitable timeframes and methods for regular communications including a stand down message. 














A Key Contacts template is provided in Appendix E for completion of all predefined essential lines of communication.








10. Record Keeping 


10.1 Good record keeping is paramount if the BCM plan is initiated. The Incident Lead is responsible for ensuring that accurate records are kept of all decisions and actions taken once the BCM plan is initiated. See Appendix F, G and H for the log templates. 


10.2 It is the responsibility of the Sector Lead to make appropriate arrangements for the safe retention, storing and archiving of all records created during the implementation of the BCM plan.








11. Recovery and Stand Down 


11.1 Response Phase Stand Down 


The initial incident response is the immediate mitigating actions put in place to manage the incident such as alerting emergency services, building evacuation and re-deployment of staff, which may last a number of hours or days. It is the responsibility of the Incident Lead to stand down the initial incident response phase, handing control to the person leading the recovery phase (Recovery Lead).





11.2 Recovery Phase 


The recovery phase will manage the long term return to business as usual processes or restoration of services to the ‘new normal’ over a period of hours, days, weeks or months. The Recovery Lead will be appointed by the Incident Lead and will set the strategy for recovery.


When considering the recovery of services it may also be appropriate to consider options for service/operational re-design where this would improve/enhance service delivery.





11.3 Recovery Phase Stand Down


It is the responsibility of the Recovery Lead to stand down the Recovery Phase once a return to business as usual processes or establishment of ‘new normal’ has been achieved.






12. Debriefing and Reporting


12.1 All operational areas/individuals involved with the incident response should undertake a hot debrief brief immediately (within 24hrs) following stand down.  The aim of undertaking a hot debrief is to ensure that immediate lessons are identified and good practice is captured for feedback at the post incident debrief. Hot debriefing also allows any concerns, impacts and risks requiring immediate mitigating actions to be put in place to be highlighted. Any actions requiring immediate mitigating actions should be allocated an owner to take responsibility.





12.2 Some large scale incidents will also require a Post Incident Debrief and in some cases a Multi-Agency Debrief may be appropriate.  A formal structured post incident debrief, chaired by a Senior Manager, with all key personnel should be held within 2 weeks of any activation of this plan to identify areas for improvement and good practice.





12.3 Post Incident Reporting


It is essential that all Business Continuity Incidents are reported.  Reporting should be done formally via the Datix system and by completing the Post Incident Report (Appendix I) and submitting it to gram.cct@nhs.scot





13. Appendix





A. NHSG BIA


B. Roles and Responsibilities Template


C. Action Card Template


D. Incident response Check List


E. Key Contacts Template


F. Incident Log


G. Action Log


H. Decision Log


I. Incident response reporting form
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