


Community Pharmacist NHSG Care Portal Agreement 
Before completing and returning this form, please ensure you have read and returned the NHS Grampian Care Portal Information Sharing Agreement and Confidentiality Agreement. 
Each user must comply with the security requirements that are currently in force for the systems used, and has a responsibility to ensure the confidentiality, integrity and availability of the information they use is maintained to the highest standard. Everyone working in NHS Grampian has a legal responsibility to look after information and ensure that they are only accessing the information required to do their job.
In acceptance of this laptop for usage and access to NHS Grampian applications and Intranet, I agree to the terms and conditions as stated below: 

	IT EQUIPMENT AGREEMENT

1. I can confirm I have completed the following TURAS modules: 
· North of Scotland Care Portal for Community Pharmacists (Video) 
· Once for Scotland: cyber security 
· [bookmark: _GoBack]Once for Scotland: safe information handling
· General Data Protection Regulations (GDPR) Briefing
· Staying safe from online imposters 

(Following completion of all above modules and mandatory annual renewal, proof of learning history to be sent to gram.pharmaceuticalcareservices@nhs.scot) 

2. I understand I must inform the Board prior to leaving the area or changing pharmacy location within NHS Grampian. I understand I will only access patient data for patients who are registered within NHS Grampian. 

3. I will return IT Equipment and any accessories in the same condition that they were received in. If any equipment is damaged during duration of lease, I will inform NHS Grampian ASAP. In case of loss or theft, this must also be reported to the police within 24-48 hours, and a copy of a Police report or incident report must be submitted to NHS Grampian. 

4. I will ensure IT Equipment is always stored in a secure location and security remains a consideration when temporarily stored within consultation room. 

5. I will under no circumstances leave notes of log-in or password information, including laptop access password in visible sight. 

6. I will employ all available technical tools to ensure data security for example ensuring a strict password is in place and locking screen when leaving desk. 

7. I shall only use the laptop whilst offering NHS Grampian contracted prescribing services for clinical related purposes.

8. I shall not allow the laptop to be used by any unauthorised person. I assume the responsibility for actions of others while using the laptop.  I shall not allow any other member of staff to use my NHSG AD account or Care Portal access log-in. 

9. I shall never save documents from from Care Portal onto NHSG devices, pharmacy devices or personal devices including mobile storage devices. Under no circumstance will I insert a USB drive or hard drive into a NHSG device.

10. I will ensure I log-out and close Care Portal at the end of every session. 

INFORMATION SHARING AGREEMENT
By signing below ; "I the undersigned, agree to the details recorded in the Information Sharing Agreement; are satisfied that our representatives have carried out the preparatory work set out in the Information Sharing Tool-kit for Scotland and are committed to the ongoing monitoring and review of the scope, purpose and manner of the information sharing."
"I the undersigned, agree to inform NHS Grampian if I move work base within NHS Grampian or out with the Board area. The GPhC may be notified where there has been inappropriate access to Care Portal or where I fail to notify the Board to arrange for access to be withdrawn before departure from the area.
CONFIDENTIALITY AGREEMENT

By signing below I agree to the all points listed within the attached “Confidentiality Agreement”. By signing below I acknowledge all statements within the “Confidentiality Agreement” 

	Following submission of this form the IT Facilitator team will set you up with an Active Directory account. This is required to log in to any NHSG Device. If you encounter any IT related issues during lease, please contact IT facilitators by email: gram.cpfacilitators@nhs.scot
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Individual User Agreement 
By undersigning I agree to the above NHS Grampian IT Equipment Agreement, Information Sharing Agreement and Confidentiality Agreement

	Name (Print):
	

	Designation: 
	

	GPhC No:
	

	Pharmacy:
	

	Contractor Code:
	

	Signature
	

	Date:
	




Pharmacy Contractor User Agreement 
By undersigning I agree to adhere to Information Sharing Agreement and Confidentiality Agreement on behalf of the below listed contractor

This section must be signed by Contractor Superintendent or Lead Pharmacist on behalf of the pharmacy. If this is you, please list same details below.
 
	Name (Print):
	

	Designation: 
	

	GPhC No:
	

	Pharmacy:
	

	Contractor Code:
	

	Signature
	

	Date:
	



NHS Grampian Sign Off 
	Name (Print):
	Laura Karim

	Designation: 
	Pharmaceutical Services Improvement and Development Manager

	GPhC No:
	

	Pharmacy:
	

	Contractor Code:
	

	Signature
	

	Date:
	











